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Synopsis

Phishing Exposed unveils the techniques phishers employ that enable them to successfully commit
fraudulent acts against the global financial industry. Also highlights the motivation, psychology and
legal aspects encircling this deceptive art of exploitation. The External Threat Assessment Team will
outline innovative forensic techniques employed in order to unveil the identities of these organized
individuals, and does not hesitate to remain candid about the legal complications that make
prevention and apprehension so difficult today. This title provides an in-depth, high-tech view from
both sides of the playing field, and is a real eye-opener for the average internet user, the advanced
security engineer, on up through the senior executive management of a financial institution. This is
the book to provide the intelligence necessary to stay one step ahead of the enemy, and to
successfully employ a pro-active and confident strategy against the evolving attacks against
e-commerce and its customers. * Unveils the techniques phishers employ that enable them to
successfully commit fraudulent acts * Offers an in-depth, high-tech view from both sides of the
playing field to this current epidemic* Stay one step ahead of the enemy with all the latest

information
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Customer Reviews

Phishing Exposed is a powerful analysis of the many severe problems present in Web-based
activities. Phishing Exposed is another threat-centric title from Syngress. The book presents
research conducted by Secure Science Corporation as a way to understand the adversary. The

author demonstrates his own attacks against multiple popular e-commerce sites as a way to show



how phishers accomplish their goals. | was surprised by the extent to which the author could
repeatedly abuse high-profile financial sites, and for that reason | highly recommend reading
Phishing Exposed.The book begins with an overview of the phishing problem. Three basic phishing
techniques (impersonation, forwarding, and popup) are explained. The mechanics of email and
HTTP are also described. The heart of the book appears in chapters 4 and 5, where almost 270
pages are devoted to the author's assessment and abuse of banking sites. | was shocked by the
author’s ability to repeatedly take advantage of vulnerabilities in client and server software and
configuration. These chapters made me wonder if it is possible for an average end user -- or even a
skilled technical user -- running popular operating systems and browsers to survive these sorts of
high-end attacks.Ch 6 featured some innovative material on subverting caller ID by using Voice over
IP and other methods. | also appreciated the historical perspective in that chapter.My only real
concern is that the author devoted lots of material to his own attacks, and not as much to attacks by
real phishers. | would have liked additional details on how to detect and potentially defeat these

attacks using network-based and proxy-based means.

The book tries to do two things. It explains what phishing is and it offers countermeasures against it.
On the first issue, it gives a decent explanation of the various forms of phishing. Like how it can be
email that directs you to a website (pharm) run by the phisher.On how to stop phishing, the book is
sadly inadequate. For example, it explains how the phishers inject their messages into the Internet.
This is the broader problem of spammers doing so. And for this, there is no feasible antidote. Mostly
because of the early, trusting model of email sending that was developed for the Internet before the
Web appeared. But also a deeper problem is that as the Internet continues to grow, with millions of
new nodes added each year, each node is a potential injection point. Exacerbated by many of these
nodes being computers owned by individuals, without the background to regularly install antivirus
software.Then there are the book’s suggestions on good practices. It says that users who get
messages claiming to be from a bank and asking them to login to a [fake] site should be sceptical.
While this is correct advice, it relies on a user acting accordingly. But this human factor is weak. It is
precisely this that the phishers direct their attacks at. You might not be fooled. Probably because
you are concerned enough that you are considering reading the book, and are in fact reading this
review right now. However, phishing, like spam, preferentially targets the ill-educated or gullible.
And they are very unlikely to read this book or any others on the subject. The point is that if a
recipient gets to the point of actually reading a phishing message, then it is already too late for some

non-negligible percentage of users. And it is that percentage from which banks take losses.
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